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“No sé lo que es, pero lo reconozco cuando lo veo”
La referencia mas importante, la legal

Mensajes comerciales no solicitados (email, SMS,
MMS y mensajeria instantanea, no fax)

Correo electronico para marketing directo (email,
fax, SMS)

FTC: Mensaje de correo electronico comercial
(email, SMS en camino)

Se excluyen muchos otros tipos de mensajes: virus,
cadenas, etc.
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EEUU > 90% email es SPAM

Espana>50% email es SPAM, especialmente en el
puesto de trabajo

CloudMark — 86 euros empleado/afio por 10
SPAM/dia

Ferris Research (tiempo empleado)

8600 M$/afio coste EEUU
2500 M$/afio coste Europa
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Porque funciona
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El coste de envio es despreciable
0,01cent/msg, tasa 1/100.000, 11$ producto => beneficio

Porque la gente responde
7% dicen haber comprado (Pew Internet Report)

Porque es rentable - Jeremy Jaynes

10M msg/dia, 10/17m solicitudes tarjeta (1/30.000),
40%/venta, 400/750.000%/mes ingresos, 50.000%/mes
gastos



SPAM: El problema se agrava

UNIVERSIDAD EUROPEA
. DE MADRID

Laureate International Universities

Porcentaje creciente de correo electronico SPAM

Fuente: Junk-o-meter



SPAM: El problema se agrava

Nuevos tiempos, nuevos medios

Mobile SPAM SPIM

(teléfonos moviles) (mensajeria
instantanea)

SPIT SPLOG

(telefonia IP) (blogs)
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Nuevos tiempos, nuevas formas (mas daninas)  ""&uerso™
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Fraudes sofisticados

Sinergias con hackers
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Redes de blanqueo
de dinero

NEXTEL |

from Sprint

Denegacion de servicio



Conociendo al enemigo
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Spamhaus ROKSO: “200 Known Spam e D EH o7
Operations responsible for 80% of your spam”

=== ROKSO

The 10 Worst ROKSO Spammers

Fank Fhoto

L

Spammer or Spam Zang

Alex Blood f Alexander Mosh f AlekseyB /
Alex Polyakov

So many Alex's/alexey's, Alex "Blaod” tied to Pilat
Halding & bbasafehaosting.com long ago. Then Alex
Palyalkow posted he owned thern, Massive botnet and
child-parn sparn ring. Mavy be part of of same as
Pavlkalartofit & Leo Kuvayew spam gandas.

Michael Lindsay f iMedia Metworks

Lindsay's iMedia Metwarls is a full-fledged criminal
spam-hosting operation serving well known ROKSO-
listed sparmmers. They sell "spammer hosting" at
high premiums.

Leo Kuvayew f BadCow

Russian/dmerican spammer, Does "OEM CD" pirated
software spam, illegal pharmaceuticals, porn spam,
porn payment collection, etc, Spams using virus
infected PCs that it is assurmed his gang create,
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Register Of Known Spam Operations

As at
20 June 2006

Cauntry

Ukraine

United States
Califarma

Russia
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Propietario de

la compania

Botnhet
Master

Proveedor de

hosting
Super-pharm.com

Recolector
de direcciones



Los pilares de la defensa
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DEFENSA

(IN) FORMACION  MEDIDAS PERSECUCION COOPERACION
CONCIENCIACION TECNICAS JUDICIAL INTERNACIONAL




La informacion

Spamhaus

SPAIVIHAUS

Spamhaus l SBL

XBL
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@ THE SPAMHAUS FROJECT

ROKSO

WORKING TO PROTECT IMNTERMNET NMETWORKS WORLDWIDE
Spamhaus tracks the Internet's Spammers, Spam Gangs and Spam Services, provides dependable realtirme anti-spam
protection for Internet networks, and works with Law Enforcement to identify and pursue spammers worldwide,

Doocurnents

Definition of "Spam”

The Spamhaus TOP 10

all Spambaus FAQS

Spamhaus Position on
Can-SPAM Act 2003

Dperating Secure
Bullk Mailing Lists

v 1 n i

Remove IP Address

SBL Information
SBL How To Use

SBL Listing Policy

Spam Filtering
Guide to Effective Sparm

i

Remove IP Address
#BL Information
Listing Policy & Use
=BL FAQS

Spamhaus Data Feed
Data Feed for Metworlks

Filtering for Metworks

Data Feed FAOQS

¢ g [ = ]
A Spam-Free World just a few clicks away

The ROKSO List

200 Known Spam
Operations responsible for
80% of your spam

ISP Resources
ISP Abuse Control
ISP Abuse Desk FAQS
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ProjectHoneyPot
http://www.projecthoneypot.org/

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

SIGN UP FOR FREE LOGIN

More abowut Project Honey Pot_.

"Mowy thiz iz a great ideal ... Think RFID "l am amazed by these results ... Project | About L=
tags for email. Ingenious." Honevypot iz a clever development from FA&
""""
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Los usuarios deben saber que disponen de

Medidas técnicas para defenderse
Los sistemas de filtrado funcionan

Medidas legales para defenderse
No se persiguen nada mas que los grandes casos

Pero las denuncias contribuyen a saber cuales son

Medidas técnicas para proteger el PC
El papel de cada usuario es importante

NO COMPRAR
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Filtros bayesianos
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Alcanzando indices altos de efectividad
99,9% ===> 1/7000

Aprenden, se adaptan al usuario

“Se puede vencer a un filtro de un usuario una
vez, pero no a todos los filtros de todos los
usuarios, siempre”

Los spammers los atacan pero los filtros se adaptan
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BlueSecurity — Blue Frog

Empresa Israeli operando servicio quejas anti-spam
Rastreo de emisores
Bombardeo de quejas automaticas a sus sitios web (DOS)

Spammers — hackers — mafias al contraataque
Ataques de denegacion de servicio
Intimidacion y amenazas
A clientes, trabajadores, propietarios
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Salvapantallas MakelLoveNotSpam

ma.keL@GYEnotspa.m




Persecucion de los spammers R
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[ Legislation already enacted

@ The boundaries and names shown and the designations used

I:l No responses received yet = on this map do not imply official endorsement or acceptance by

the United Nations.

I No legislation

Fuente: ITU
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ITU sobre el SPAM - http://lwww.itu.int/osg/spu/spam/

-‘; world summit

on the information society

Geneva 2003 - Tunis 2005

| International
Telacommunication
Union

ITU Activities on Countering Spam

Spam: a threat to the Information Society

a‘\\u

' Backeround resources Mews from the ITU SPU Hewslog on SPAM
Unsolicited commercial communications by e-mail, or spam, as it is more usually known, s Japan and France to Cooperate on Anti-Spam
has become one of the major plagues affecting today's digital world. In a shart period, s Microsoft Releases Windows Malware Stats
spamm has become mare prevalent than legitimate email correspondence with spammars s |TU Paper on the Regulatory Environment for Future Mobile Multimedia services
sending hundreds of millions of messages per day. + Woman Targeted by Wieb Hackers
» Australian Comrmunications and Media Authority Launches ‘one click' Spam Repor. ..
what started out as a minor nuisance now causes significant financial costs and losses in + Global ¥irus, Spam and Phishing Trends
productivity for service providers, businesses and end-users. + Take Back the Met Initiative
» Net Threat Rising
wiith the growing dependence of users on the Internet and e-mail for their personal and + |TU Announcas Cybersecurity Survey and Launches Cybersecurity Gateway
professional communications, the phenomenon of spam can seriously hamper the + NTC Threatens to Remove Licences if Operators Breach Si5 Sparm Rules
development of the digital economy and society by undermining user confidence in online & rare...
activities.
Spam and Cybersecurity
7 WSIS Thematic Meeting on Cybersecurity - June 2005
T MeW: Please check existing information and add new information to the [T1) anti
s The International Telecommunication Union organized a WSIS Thematic Meeting on
Cybersecurity, which took place from 28 June to July 1 2005 at ITU headquarters in
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OCDE Anti-Spam Toolkit - http://www.oecd-antispam.org/

oECD (@

Task Force on Spam

Home page

Law & regulation
Enforcement
Industry initiatives
Technical solutions

Education
B awareness

International
cooperation

Statistics & data

News
To contribute
Members login

QECD spam home

Search on full text
& attached documents @

Country pages % |Q’

Francais
ANTI=SPAM TOOLKIT

Spam, once a mere nuisance, has become a serious problem for individuals and businesses alike, As much as 80% of e-mails circulating on the internet are
estirmated to be spam, and the threat is spreading to other technologies such as mobile phones and instant ressaging services. Besides clogging networks and
facilitating the spread of wiruses or fraudulent schemes, spam is a major factor in undermining trust in the Internet, thus slowing the growth of the digital
ECONoy,

To support the development of an inclusive and coherent answer to the spam issue, the OECD, through its ad hoc Spam Task Force, has launched an Anti-Spam
“Toolkit” as the first step in a broader initiative to help policy makers, regulatars and industry players orient their policies relating to spam solutions and restore
trust in the Internet and e-mail.

The OECD Anti-Spam Toolkit is available as a POF document in English and French or as a user-friendly e-book. (html, English only):
»  Anti-Spam Toolkit of Recommended Policies and Measures - Executive Summary [Available also in French and Itatian in PDF format)
» Anti-Spam Toolkit Report:

— Introduction

— Element | - Anti-Spam Regulation

— Element Il - Enforcement

— Elerment |1l - Industry-Driven initiatives
— Element I¥ - Anti-Spam Technologies
— Element V' - Education and Awareness
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Japon y el Mobile SPAM

Sinergias entre medidas legales, técnicas y
autorregulacion

2001 — Aumento del
M-SPAM

2002 — Ley anti-spam

2003 — Servicio de
designacion de dominios
+ autoregulacion
operadoras
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Sistemas capaces de aprender a distinguir las
propiedades del SPAM
y del correo legitimo
Se adaptan al usuario s
Alta efectividad \ﬁ

=

Sistemas de evaluacion H%
\

Analisis ROC usado E

T

I

en competiciones USA % o !
*

@) Good E-mail : |
Ak ,
@ sadE-mai ks T/



La UEM y el SPAM

Spam Symposium

Navigalion

- Program

»
v

- Subscription

¥ Live webcaszt
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SYMPOSIUM

Head Sponsaors

2006

Welcome to the EU Spam Symposium 2006!

I find ruch of the Information that s preached by the anii-spam cormimuinity
to be highly inaccurate. Mo one seems fo really undersiand spam, and this
wornies e qreatiy. .. " - Soammerk - (read mere)

The webstream and presentation archive 2006 can be found here.

The EU Spam Symposium, to be held June 15th, is a main forum within the EL
ta discuss issues related to the spam problem in the world, The symposium
discusses besides few technical issues, the effect on business, and what
policymakers do to contain the spam problem. Maoreowver, not only the anti-
spam position will be highlighted, but also the psychology from the spammers’
point of view will be discussed by an ex-spammaer,

Speakers will came fram warious countries all over the world, This will make the
event a special and appealing occasion, and stresses its international

character and wvariety. Please have a look at the full speakers list,
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Proyecto FISME
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FISME: Analisis prospectivo de tecnologias de
filtrado de spam SMS basado en contenido

Contrato de 1+D 2005-06
Analisis de técnicas bayesianas para el MSPAM

Desarrollo de prototipo demostrador

® vodafone
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Los spammers estan altamente motivados y son
inteligentes y tecnoldgicamente expertos

Aprovechan nuevas tecnologias
Mejoran sus técnicas
Buscan nuevas oportunidades

La lucha exige la sinergia entre la informacion, la
cooperacion, la persecucion y la técnica



Preguntas, comentarios

Mientras tanto, no se pierdan

CEAS Conference on Email and Anti Spam

TREC Spam Track

' -.‘mqg.g; -

UNIVERSIDAD EUROPEA
DE MADRID

nternational Universities



	¿Qué es el SPAM?
	El problema es grave
	¿Porqué se envía SPAM?
	SPAM: El problema se agrava
	SPAM: El problema se agrava
	SPAM: El problema se agrava
	Conociendo al enemigo
	Anatomía de una banda de spammers
	Los pilares de la defensa
	La información
	La información
	Formación y sensibilización
	Medidas técnicas
	Medidas técnicas
	Medidas técnicas
	Persecución de los spammers
	Cooperación internacional
	Cooperación internacional
	Historia de éxito
	La UEM y el SPAM
	La UEM y el SPAM
	La UEM y el SPAM
	Algunas conclusiones
	Preguntas, comentarios

